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7KH,QWHUQDWLRQDO&RQIHUHQFHRQ6RIW&RPSXWLQJDQG6RIWZDUH(QJLQHHULQJ6&6(
'HYHORSLQJD1RYHO+ROLVWLF7D[RQRP\RI6HFXULW\5HTXLUHPHQWV
1HLOD5MDLELD/DWLID%HQ$UID5DEDLD
D,QVWLWXW6XSpULHXUGH*HVWLRQGH7XQLV8QLYHUVLWpGH7XQLV7XQLVLH
$EVWUDFW
'HILQLQJ VHFXULW\ UHTXLUHPHQWV LV RI SULPH LPSRUWDQFH IRU DOO V\VWHPV ZH XVXDOO\ VWXG\ WKH JHQHULF RQHV OLNH
FRQILGHQWLDOLW\LQWHJULW\DYDLODELOLW\DXWKHQWLFDWLRQQRQUHSXGLDWLRQDQGSULYDF\,WLVWKXVLPSHUDWLYHWRHYDOXDWHDOO
WKH SRVVLEOH H[WHQGHG UHTXLUHPHQWV $ OLWHUDWXUH UHYLHZ KDV VKRZQ WKDW WKHUH DUH YDULRXV DQG GLIIHUHQW VHFXULW\
UHTXLUHPHQWV PRGHOV VRPH RI ZKLFK DUH H[DPLQHG DQG RWKHUV DUH QHJOHFWHG0RUHRYHU VHFXULW\ ODFNV D XQLILHG
WD[RQRP\RIVHFXULW\UHTXLUHPHQWV,QWKLVSDSHUZHUHIHUWRWKHYDULHW\RIVHFXULW\UHTXLUHPHQWVPRGHOVIURPWKH
OLWHUDWXUHWRGULYHDQDJJUHJDWHPRGHODQGPRYHDZD\IURPWKHLQGLYLGXDOLVWLFSURSRVHGWD[RQRP\WRDKLHUDUFKLFDO
DQGVWDQGDUGVHFXULW\UHTXLUHPHQWPRGHO:HGHILQHDQGSURSRVHDQRYHODQGKROLVWLFVHFXULW\UHTXLUHPHQWWD[RQRP\
DWWZROHYHOVRIDEVWUDFWLRQWKDWLQFRUSRUDWHVEDVLFDQGVWDQGDUGUHTXLUHPHQWVDQGWKHQUHILQHGLQOD\HUVLQWR
VHFXULW\ UHTXLUHPHQWV VXEIDFWRUV7KHVHUHTXLUHPHQWVDUHGLVFXVVHG LQ WKHRSHQ OLWHUDWXUH2XU WD[RQRP\RIIHUVD
JRRGXQGHUVWDQGLQJRIVHFXULW\FRQVWUDLQWVUHOHYDQWWRWKHV\VWHPIXQFWLRQVLQWKHILHOGRIFRPSXWHUVHFXULW\:KHQLW
FRPHVWRGHFLVLRQPDNLQJLWLVUHFRPPHQGHGWRHVWDEOLVKZKLFKVHFXULW\PHDVXUHVVKRXOGEHUHOHYDQWWRWKHHQWLUH
VHFXULW\UHTXLUHPHQWVWD[RQRP\
7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
3HHUUHYLHZXQGHUUHVSRQVLELOLW\RIRUJDQL]LQJFRPPLWWHHRI7KH,QWHUQDWLRQDO&RQIHUHQFHRQ6RIW&RPSXWLQJDQG6RIWZDUH
(QJLQHHULQJ6&6(
.H\ZRUGV6HFXULW\UHTXLUHPHQWVWD[RQRP\6RIWZDUHHQJLQHHULQJ6HFXULW\5HTXLUHPHQW6XE)DFWRUV0RGHO6RIWZDUH6HFXULW\
,QWURGXFWLRQ
,QWKHFXUUHQWWLPHVVHFXULW\UHTXLUHPHQWVDUHFRQVLGHUHGDVLPSRUWDQWLVVXHVLQLQIRUPDWLRQV\VWHPVWKH\LPSURYH
WKHTXDOLW\RIVRIWZDUHSURFHVVDQGSURGXFWV6HFXULW\UHTXLUHPHQWVDUHFRQVLGHUHGDVWKHOHYHOVRISURWHFWLRQQHFHVVDU\


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
(PDLODGGUHVV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IRU HTXLSPHQW GDWD LQIRUPDWLRQ DQG DSSOLFDWLRQV WR PHHW VHFXULW\ SROLF\   2QH RI WKH PDMRU FRQFHUQV RI
VRIWZDUHHQJLQHHUV LV WR SUHVHQW WKH WRSLF RI VRIWZDUHVHFXULW\ DV VHFXULW\ UHTXLUHPHQWVXVHIXO WR GLVFXVV LQ WKH
HDUO\VRIWZDUHGHYHORSPHQWSURFHVV7KLVLVFRQVLGHUHGDVDFKHFNOLVWLQVHFXULW\PDQDJHPHQW
$FFRUGLQJWR&KDUOHVHWDOVHFXULW\UHTXLUHPHQWVDUHGHILQHGDV³FRQVWUDLQWVRQWKHIXQFWLRQVRIWKHV\VWHPZKHUH
WKHVHFRQVWUDLQWVRSHUDWLRQDOL]HRQHRUPRUHVHFXULW\JRDOV´6HFXULW\UHTXLUHPHQWVDUHFRQVLGHUHGDVQRQIXQFWLRQDO
UHTXLUHPHQWVDQGDFRQVWUDLQWRQWKHV\VWHP¶VIXQFWLRQDOUHTXLUHPHQWV
7KH GHILQLWLRQ RI VHFXULW\ UHTXLUHPHQWV LV SULPRUGLDO ZH XVXDOO\ VWXG\ WKH JHQHULF DQG VWDQGDUG RQHV OLNH
FRQILGHQWLDOLW\ LQWHJULW\DQGDYDLODELOLW\ DXWKHQWLFDWLRQQRQUHSXGLDWLRQDQGSULYDF\7KXV LW LV LPSHUDWLYH WR
HYDOXDWHWKHSRVVLEOHH[WHQGHGVHFXULW\UHTXLUHPHQWV0RUHRYHUJLYHQWKHIDFWWKDWVHFXULW\ODFNVDVWDQGDUGWD[RQRP\
RIVHFXULW\UHTXLUHPHQWVZHQHHGWRSURSRVHDXQLILHGKROLVWLFWD[RQRP\,WLVXVHIXOWRVXSSRUWWKHTXDQWLWDWLYH
VHFXULW\ULVNPDQDJHPHQWPRGHOVLQRUGHUWRH[WHQGWKHLUWKHRUHWLFDODQGHPSLULFDOIRUPVEDVHGRQDOOWKHVHFXULW\
UHTXLUHPHQWGHILQLWLRQ ,QDGGLWLRQ LW VXSSRUWVGHVLJQHUVDQGSURJUDPPHUVZLWKDPRUHSUHFLVHNQRZOHGJHRI WKH
VHFXULW\UHTXLUHPHQWFRQVWUDLQWV
2XU ILUVW PDMRU IRFXV LV WR SURSRVH QRYHO VHFXULW\ UHTXLUHPHQWV WD[RQRP\ DW WZR OHYHOV RI DEVWUDFWLRQ WKDW
LQFRUSRUDWHVEDVLFDQGVWDQGDUG UHTXLUHPHQWVDQG WKHQ UHILQH WKHP LQ OD\HUV LQWR VHFXULW\ UHTXLUHPHQW VXE
IDFWRUV,WIRUPVDVWDQGDUGDQGXQLILHGPRGHORIVHFXULW\UHTXLUHPHQWVDQGLVDGDSWHGWRDOOV\VWHPV,QWKLVSDSHULQ
VHFWLRQZHSUHVHQWWKHOLWHUDWXUHUHYLHZRIDYDULHW\RIVHFXULW\UHTXLUHPHQWVWD[RQRP\LQVHFWLRQZHGHYHORSDQG
SUHVHQWWKHQRYHOKROLVWLFWD[RQRP\RIVHFXULW\UHTXLUHPHQWV,QVHFWLRQZHSUHVHQWDFRPSDULVRQDQGGLVFXVVLRQ
UHODWHGWRRXUSURSRVHGWD[RQRP\,QVHFWLRQZHFRQFOXGHDQGSUHVHQWIXWXUHRSSRUWXQLWLHV
6HFXULW\UHTXLUHPHQWVIDFWRUVDQGVXEIDFWRUV5HODWHGZRUN
&RQVLGHULQJWKHORJLFDOUHODWLRQVKLSEHWZHHQVHFXULW\UHTXLUHPHQWVZHSURSRVHLQWKLVVHFWLRQDYDULHW\RIWD[RQRP\
RISULPDU\DQGVHFRQGDU\VHFXULW\UHTXLUHPHQWV$VSUHVHQWHGLQWKHGHILQLWLRQVHFXULW\UHTXLUHPHQWVDUHFRQVWUDLQWV
RQWKHIXQFWLRQDOUHTXLUHPHQWVRIWKHJLYHQV\VWHPWKHSULPDU\RQHVDUHDEVWUDFWWKHLUUHILQHPHQWRQVXEIDFWRUVJLYH
XV PRUH FODULW\ DQG SHUWLQHQFH 7KLV UHILQHPHQW SURFHVV LV UHFRPPHQGHG WR SURYLGHPRUH GHWDLOV DERXW VHFXULW\
JXLGHOLQHVDQGLWVQHFHVVLW\LQRWKHUFDVHVZKHQVSHFLILFDWLRQLVUHODWHGWRWKHV\VWHPIRUH[DPSOHWKHWHFKQLFDORQH
7R WKH EHVW RI RXU NQRZOHGJH VHFXULW\ UHTXLUHPHQWV FRYHU D YDULHW\ RI TXDOLW\ FULWHULD 7KH\ DUH IRUPHG DV D
KLHUDUFKLFDOWD[RQRP\RITXDOLW\VXEIDFWRUVSUHVHQWHGE\)LUHVPLWKDQG&DOGHUyQ	0DUWD2WKHUDSSURDFKHVDUH
DOVRSURSRVHGWRSUHVHQWWKHEDVLFVHFXULW\UHTXLUHPHQWVOLNH,62 WKH&,$WULDG&RQILGHQWLDOLW\
,QWHJULW\DQG$YDLODELOLW\DQGRWKHUSURSRVHGFDWHJRUL]DWLRQV7KHSULPDU\IRFXVLVWRIDFLOLWDWHWKHVSHFLILFDWLRQ
DQGSUHVHQWDWLRQRIVHFXULW\UHTXLUHPHQWV
)LUVWRIDOOZHSUHVHQWWKHEDVLFVHFXULW\UHTXLUHPHQWVGHVFULSWLRQWKHQZHSURYLGHDQLQFUHPHQWDOVXUYH\UHODWHGWR
HDFKPRGHO
 7KH%DVLFVHFXULW\UHTXLUHPHQWV,62
7KHVWDQGDUGDQGUHIHUHQFHPRGHO,62SURYLGHVDGHVFULSWLRQRIVHFXULW\VHUYLFHVDQGWKHSRVVLEOH
WHFKQLFDOUHTXLUHPHQWVUHODWHGWRVHFXUHDJLYHQV\VWHPRUJDQL]DWLRQLWRQO\SUHVHQWVWKHEDVLFUHTXLUHPHQWVQDPHO\
x $XWKHQWLFDWLRQ
x $XWKRUL]DWLRQ
x &RQILGHQWLDOLW\
x ,QWHJULW\
x 1RQUHSXGLDWLRQ
x $YDLODELOLW\
x 6HFXULW\$XGLWLQJ
,62GRHVQRWFRQVLGHUPDLQVHFXULW\UHTXLUHPHQWVVXFKDVDFFHVVFRQWURODQGLGHQWLILFDWLRQ
 7KH&,$WULDG0RGHO
7KH&,$WULDGPRGHOFRQILGHQWLDOLW\LQWHJULW\DQGDYDLODELOLW\LVRQHRIWKHFRUHSULQFLSOHVRILQIRUPDWLRQVHFXULW\
,WIRUPVWKHFODVVLFWULRDQGLWLVH[WHQGHGWRRWKHUFRQFHSWVVXFKDVDFFRXQWDELOLW\DQGQRQUHSXGLDWLRQ7KH&HQWUDO
,QWHOOLJHQFH$JHQF\&,$WULDGLVFRQVLGHUHGDPRQJWKHPRVWZLGHO\UHFRJQL]HGSDUDGLJPVIRUDQDO\]LQJV\VWHP
VHFXULW\7KLVPRGHOGHILQHVDVHFXUHV\VWHPDVPDLQWDLQLQJWKUHHSURSHUWLHVRILWVGDWDDQGVHUYLFHVFRQILGHQWLDOLW\
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LQWHJULW\ DQG DYDLODELOLW\  +RZHYHU D VHFXUH V\VWHP GHSHQGV RQ RWKHU UHTXLUHPHQWV VXFK DV SULYDF\ QRQ
UHSXGLDWLRQDFFHVVFRQWURODQGLGHQWLILFDWLRQ
 7KH3DUNHULDQKH[DG'RQQ3DUNHU
,Q'RQQ3DUNHUSURSRVHGDQDOWHUQDWLYHPRGHOIRUWKHFODVVLF&,$WULDGLQZKLFKKHFDOOHGWKHVL[DWRPLF
HOHPHQWVRILQIRUPDWLRQRUWKH3DUNHULDQKH[DG,WLVDVHWRIVL[HOHPHQWVRILQIRUPDWLRQVHFXULW\ZKLFKDGGVWKUHH
DGGLWLRQDODWWULEXWHVWRWKHWKUHHFODVVLFVHFXULW\RQHVRIWKH&,$WULDGFRQILGHQWLDOLW\LQWHJULW\DYDLODELOLW\QDPHO\
3RVVHVVLRQ$XWKHQWLFLW\DQG8WLOLW\
x &RQILGHQWLDOLW\
x 3RVVHVVLRQ
x ,QWHJULW\
x $XWKHQWLFLW\
x $YDLODELOLW\
x 8WLOLW\
,WGRHVQRWFRQVLGHUHVVHQWLDOVHFXULW\UHTXLUHPHQWVDVQRQUHSXGLDWLRQDFFHVVFRQWURODQGLGHQWLILFDWLRQ
 6RIWZDUH6HFXULW\UHTXLUHPHQWV--XUMHQV
7KHVRIWZDUHVHFXULW\UHTXLUHPHQWVSURSRVHGE\--XUMHQVDQG$ODPDUHWKHEDVLFVHFXULW\SROLF\WKDWZHQHHG
LQRUGHUWRSURWHFWWKHVRIWZDUHV\VWHP,WFRQWDLQVVHFXULW\UHTXLUHPHQWVVRPHRIWKHPDUHQRYHOLQFRPSDULVRQ
ZLWKWKHODVWPHQWLRQHGUHTXLUHPHQWVQDPHO\IDLUH[FKDQJHIUHVKQHVVVHFXUHLQIRUPDWLRQIORZDQGJXDUGHGDFFHVV
x )DLU([FKDQJH
x 5ROHEDVHDFFHVVFRQWURO
x $XWKHQWLFLW\
x 6HFUHF\DQG,QWHJULW\
x 1RQUHSXGLDWLRQ
x )UHVKQHVV
x 6HFXUH,QIRUPDWLRQ)ORZ
x *XDUGHG$FFHVV
+RZHYHU LW GRHV QRW FRQVLGHU RWKHU VLJQLILFDQW VHFXULW\ UHTXLUHPHQWV QDPHO\ DFFHVV FRQWURO LGHQWLILFDWLRQ
DXWKRUL]DWLRQDYDLODELOLW\LQWHJULW\SULYDF\
 7KH7D[RQRP\RIVHFXULW\TXDOLW\)LUHVPLWK
)LUHVPLWK DOVRGHILQHG D GHWDLOHGTXDOLW\PRGHO IRU VDIHW\ VHFXULW\ DQG VXUYLYDELOLW\ HQJLQHHULQJ7KHPRGHO
GHVFULEHVUHODWLRQVKLSVEHWZHHQFRQFHSWVWKDWFRQWULEXWHWRV\VWHPLFTXDOLWLHV$FFRUGLQJWR)LUHVPLWKWKHWD[RQRP\
RIVHFXULW\TXDOLW\IDFWRUVDQGVXEIDFWRUVIRUPVWKHPDMRUVHFXULW\UHTXLUHPHQWV$VHFXULW\UHTXLUHPHQWVWD[RQRP\
LVYHU\XVHIXOGXULQJWKHUHTXLUHPHQWHOLFLWDWLRQSKDVHDQGFRYHUV
x $FFHVV&RQWUROLVUHILQHGDV,GHQWLILFDWLRQ$XWKHQWLFDWLRQ$XWKRUL]DWLRQ
x $WWDFN+DUP'HWHFWLRQ
x ,QWHJULW\LVUHILQHGDV'DWD,QWHJULW\+DUGZDUH,QWHJULW\3HUVRQQHO,QWHJULW\6RIWZDUH,QWHJULW\«
x 1RQUHSXGLDWLRQ
x 3ULYDF\LVUHILQHGDV$QRQ\PLW\&RQILGHQWLDOLW\
x 6HFXULW\$XGLWLQJ
x 3K\VLFDO3URWHFWLRQ
7KLVWD[RQRP\GRHVQRWFRQVLGHUVRPHVHFXULW\UHTXLUHPHQWVVXFKDVFRQIRUPDQFHVHFXUHLQIRUPDWLRQIORZIUHVKQHVV
DQGDYDLODELOLW\
 7KH*URXSHG6HFXULW\5HTXLUHPHQWVLQWKH$FFHOHUDWHG5HTXLUHPHQWV0HWKRG$500HDGDQG+RXJK

7KH$FFHOHUDWHG5HTXLUHPHQWV0HWKRG$50JURXSVDVHWRIVHFXULW\UHTXLUHPHQWVDQGXWLOL]HVDYHU\VWUXFWXUHG
FDWHJRUL]DWLRQWHFKQLTXHLWLVWKHFRPELQDWLRQRIGLIIHUHQWVWHSVRIJURXSLQJQDPLQJDQGFDWHJRUL]LQJFULWHULD:H
IRXQG VL[ JURXSV HDFK RQH FRQWDLQV RQH WR IRXU VHFXULW\ UHTXLUHPHQWV:H OLVW WKH JURXSV DQG WKH UHTXLUHPHQWV
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FRQWDLQHGLQHDFKRQH
x *URXS$&RQILGHQWLDOLW\
x *URXS%$FFHVVFRQWURO
x *URXS&'DWDLQWHJULW\
x *URXS'0DQDJHDELOLW\
x *URXS(8VDELOLW\
x *URXS)$XWKHQWLFDWLRQ
7KLVPRGHOKDVVRPHVKRUWFRPLQJVLWGRHVQRWSUHVHQWVRPHZHOONQRZQVHFXULW\UHTXLUHPHQWVVXFKDVLGHQWLILFDWLRQ
DXWKRUL]DWLRQDYDLODELOLW\
 $7D[RQRP\RI6RIWZDUH6HFXULW\5HTXLUHPHQWV&DOGHUyQ	0DUWD
7KHZHOONQRZQVHFXULW\UHTXLUHPHQWVDUHWKHFRPELQDWLRQRIIRXUDWWULEXWHVLQWHJULW\DYDLODELOLW\FRQILGHQWLDOLW\
DQGQRQUHSXGLDWLRQ7KHSUHVHQWHGWD[RQRP\LVEDVHGRQWKHVHFRQFHSWVLQLWVPDLQOHYHODQGRQDKLHUDUFK\LQLWV
VHFRQG OHYHO 7KH VHFRQG OHYHO FDWHJRULHV H[KLELW PRUH VSHFLILF VHFXULW\ LVVXHV &DOGHUyQ 	0DUWD  EXLOW WKHLU
WD[RQRP\EDVHGRQWKHFRPELQDWLRQRIRWKHUSURSRVHGIUDPHZRUNVDQGVHYHUDOOLWHUDWXUHVXUYH\V
x 1RQUHSXGLDWLRQUHTXLUHPHQWV
x ,QWHJULW\ UHTXLUHPHQWV LV UHILQHG LQ 0RGLILFDWLRQUHTXLUHPHQWV 'HOHWLRQUHTXLUHPHQWV 'DWXP
YDOLGDWLRQUHTXLUHPHQWV ([FHSWLRQKDQGOLQJUHTXLUHPHQWV 3UHUHTXLVLWH UHTXLUHPHQWV 6HSDUDWLRQRI GXW\
UHTXLUHPHQWV7HPSRUDOUHTXLUHPHQWV
x $YDLODELOLW\ UHTXLUHPHQWV LV UHILQHG LQ 5HVSRQVH WLPH UHTXLUHPHQWV ([SLUDWLRQUHTXLUHPHQWV 5HVRXUFH
DOORFDWLRQUHTXLUHPHQWV
x &RQILGHQWLDOLW\ UHTXLUHPHQWV LV UHILQHG LQ (QFU\SWLRQUHTXLUHPHQWV $XWKHQWLFDWLRQUHTXLUHPHQWV
$JJUHJDWLRQUHTXLUHPHQWV $WWULEXWLRQUHTXLUHPHQWV &RQVHQW DQGQRWLILFDWLRQUHTXLUHPHQWV &DUGLQDOLW\
UHTXLUHPHQWV5HTXLUHPHQWVRQWUDFHV
7KLV WD[RQRP\ GRHV QRW FRQVLGHU D QXPEHU RI LPSRUWDQW VHFXULW\ UHTXLUHPHQWV OLNH FRQIRUPDQFH DXWKRUL]DWLRQ
LGHQWLILFDWLRQDQGSULYDF\
 6HFXULW\5HTXLUHPHQWV5HXVDELOLW\DQGWKH648$5(0HWKRGRORJ\7UDYLV&KULVWLDQ
6HFXULW\VXEIDFWRUVIRUPVHFXULW\DWWULEXWHVDQGUHIHUWRVHFXULW\SURSHUWLHVSULQFLSOHVRUFKDUDFWHULVWLFV$FFRUGLQJ
WR7UDYLV&KULVWLDQ WKH\DOVRIRUPVHFXULW\TXDOLW\VXEIDFWRUV7KHQRYHO UHTXLUHPHQWVSURSRVHG LQ WKLVZRUNDUH
DFFRXQWDELOLW\DQGFRQIRUPDQFH
x &RQILGHQWLDOLW\
x ,QWHJULW\
x $YDLODELOLW\
x $FFRXQWDELOLW\
x &RQIRUPDQFH
7KLVPRGHOGRHVQRWFRQVLGHURWKHULPSRUWDQWUHTXLUHPHQWVVXFKDVDXWKRUL]DWLRQLGHQWLILFDWLRQDQGDXWKHQWLFDWLRQ
7KHSURSRVHGKROLVWLFWD[RQRP\RIVHFXULW\UHTXLUHPHQWV
,QRUGHUWRGHYHORSRXUKROLVWLFWD[RQRP\RIVHFXULW\UHTXLUHPHQWVRXUDSSURDFKLVEDVHGRQWKHFRPELQDWLRQRI
WKHSUHYLRXVO\SUHVHQWHGPRGHOV7DEOHSUHVHQWVDFRPSUHKHQVLYHVXUYH\RINQRZQUHODWLRQVKLSVEHWZHHQVHFXULW\
UHTXLUHPHQWVIDFWRUVDQGVXEIDFWRUV,WVKRZVDFRPSDUDWLYHVWXG\RIVHFXULW\UHTXLUHPHQWVIDFWRUVDQGVXEIDFWRUV
UHIHUULQJWRWKHYDULHW\RISURSRVHGPRGHOVIURPWKHOLWHUDWXUH:HLGHQWLI\WKHLUVLPLODULWLHVWKHLUGLIIHUHQFHVDQGWKH
UHODWLRQVKLSEHWZHHQIDFWRUVDQGVXEIDFWRUVLQRUGHUWRSURGXFHDFRPPRQPRGHO7KHSURSRVHGWD[RQRP\LVLQWHQGHG
WRKHOSDFKLHYHEHWWHUGHFLVLRQVZLWKUHVSHFWWRUHTXLUHPHQWV,WDOVRDOORZVDUHXVHRIVHFXULW\UHTXLUHPHQWVWKDWUHO\
RQDFRPPRQDQGVWDQGDUGXQGHUVWDQGLQJRIWKHUHODWHGVHFXULW\FRQFHSWV

7DEOH'HYHORSLQJWKHKROLVWLFWD[RQRP\RIVHFXULW\UHTXLUHPHQWVFRPSDUDWLYHVWXG\
217 Neila Rjabibi and Latifa Ben Arfa Rabai /  Procedia Computer Science  62 ( 2015 )  213 – 220 
6HFXULW\5HTXLUHPHQW
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
5HODWHGPRGHOVIURPWKH
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5HTXLUHPHQW6XEIDFWRUV
5HODWHGPRGHOV 5HODWHGPRGHOVWKDW
VWXG\ WKH UHODWLRQ
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





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&RQILGHQWLDOLW\ x )LUHVPLWK
x 0HDGDQG+RXJK

(QFU\SWLRQ  &DOGHUyQ	0DUWD
$JJUHJDWLRQ  &DOGHUyQ	0DUWD
$WWULEXWLRQ  &DOGHUyQ	0DUWD
&RQVHQWDQGQRWLILFDWLRQ  &DOGHUyQ	0DUWD
&DUGLQDOLW\  &DOGHUyQ	0DUWD
7UDFHV  &DOGHUyQ	0DUWD
,QWHJULW\ x ,62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x &,$WULDG
x 'RQQ3DUNHU
x --XUMHQV
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x 0HDGDQG+RXJK
x &DOGHUyQ	0DUWD
x 7UDYLV&KULVWLDQ
'DWD,QWHJULW\  x )LUHVPLWK
x &DOGHUyQ	
0DUWD
+DUGZDUH,QWHJULW\  )LUHVPLWK
3HUVRQDO,QWHJULW\  )LUHVPLWK
6RIWZDUH,QWHJULW\  )LUHVPLWK
1RQUHSXGLDWLRQ x ,62
x --XUMHQV
x )LUHVPLWK
x &DOGHUyQ	0DUWD
  

$YDLODELOLW\
x ,62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
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x 'RQQ3DUNHU
x 7UDYLV&KULVWLDQ
5HVSRQVHWLPH  &DOGHUyQ	0DUWD
([SLUDWLRQ  &DOGHUyQ	0DUWD
5HVRXUFHDOORFDWLRQ  &DOGHUyQ	0DUWD

0DQDJHDELOLW\
x 0HDGDQG+RXJK

6HFXULW\$XGLWLQJ x ,62  

x )LUHVPLWK
0HDGDQG+RXJK

$FFRXQWDELOLW\ 7UDYLV&KULVWLDQ 0HDGDQG+RXJK

$FFHVVFRQWURO
3RVVHVVLRQ
x 'RQQ3DUNHU
x --XUMHQV
x )LUHVPLWK
x 0HDGDQG+RXJK

$XWKHQWLFDWLRQ
,GHQWLILFDWLRQ
x ,62  

x 'RQQ3DUNHU
x --XUMHQV
x 0HDGDQG+RXJK
x )LUHVPLWK
x 0HDG DQG
+RXJK
,GHQWLILFDWLRQ x )LUHVPLWK x )LUHVPLWK
$XWKRUL]DWLRQ x ,62  

x )LUHVPLWK
3K\VLFDO3URWHFWLRQ x )LUHVPLWK   
$WWDFN+DUP'HWHFWLRQ x )LUHVPLWK   
8VDELOLW\
XVHIXOQHVVXWLOLW\
x 'RQQ3DUNHU
x 0HDGDQG+RXJK
0DQDJHDEOHVHFXULW\  0HDGDQG+RXJK
$YDLODEOHVHFXULW\  0HDGDQG+RXJK
&RQVLVWHQW$37V  0HDGDQG+RXJK
5HGXFHULVNV  0HDGDQG+RXJK
)DLU([FKDQJH x --XUMHQV   
)UHVKQHVV x --XUMHQV   
6HFXUH,QIRUPDWLRQ)ORZ x --XUMHQV   
&RQIRUPDQFH x 7UDYLV&KULVWLDQ   
2XUIRFXVLVWRSURYLGHDKROLVWLFDQGUHILQHGWD[RQRP\RIVHFXULW\UHTXLUHPHQWV,QWKLVFDVHZHUHIHUWRWKHYDULHW\
RISURSRVHGPRGHOVIURPWKHOLWHUDWXUHWRGULYHDQDJJUHJDWHPRGHODQGPRYHDZD\IURPWKHLQGLYLGXDOLVWLFSURSRVHG
WD[RQRP\WRDKLHUDUFKLFDOPRGHORIVHFXULW\UHTXLUHPHQWV
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2XU SURSRVHG PRGHO SUHVHQWHG LQ ILJXUH  GHILQHV UHODWHG VHFXULW\ UHTXLUHPHQWV WD[RQRP\ DW WZR OHYHOV RI
DEVWUDFWLRQLWLVEHQHILFLDOLQVWDQGDUGL]LQJDFRPPRQGHILQLWLRQDQGQHHGHGWRVXSSRUWDFRPPRQXQGHUVWDQGLQJRI
VHFXULW\ UHTXLUHPHQWV ,W LQFRUSRUDWHV  EDVLF DQG VWDQGDUG UHTXLUHPHQWV DQG UHILQHG LQ OD\HU LQWR  VHFXULW\
UHTXLUHPHQWVXEIDFWRUV
)LJ7KHSURSRVHGKROLVWLFWD[RQRP\RIVHFXULW\UHTXLUHPHQWV
'LVFXVVLRQ
3ULYDF\LVDSULPRUGLDOVHFXULW\UHTXLUHPHQWLWPHDQVWKDWWKHSHUVRQDOLQIRUPDWLRQVKRXOGQRWEHGLVFORVHGWR
XQDXWKRUL]HGLQGLYLGXDOVHQWLWLHVRUFRPSXWHUVRIWZDUHSURFHVVHV,WLVGLVFXVVHGE\PRVWRIWKHPRGHOVLQWKH
RSHQOLWHUDWXUHH[FHSWLQWKHWD[RQRP\RI6RIWZDUH6HFXULW\5HTXLUHPHQWVSUHVHQWHGE\&DOGHUyQ	0DUWD
DQGWKH6RIWZDUH6HFXULW\UHTXLUHPHQWV--XUMHQV
3ULYDF\LVUHILQHGLQHLJKWVHFXULW\UHTXLUHPHQWVQDPHO\WUDFHVFDUGLQDOLW\FRQVHQWDQGQRWLILFDWLRQDWWULEXWLRQ
DJJUHJDWLRQHQFU\SWLRQFRQILGHQWLDOLW\DQGDQRQ\PLW\
7KHVL[ILUVWVHFXULW\UHTXLUHPHQWVDUHSUHVHQWHGE\&DOGHUyQ	0DUWD7KHFRQILGHQWLDOLW\UHTXLUHPHQWLV
SUHVHQWHGE\)LUHVPLWKDQG0HDGDQG+RXJK$QRQ\PLW\LVH[FOXVLYHO\GLVFXVVHGE\)LUHVPLWK


,QWHJULW\LVWKHDELOLW\WRSURWHFWGDWDIURPEHLQJDOWHUHGRUGHVWUR\HGLQDQXQDXWKRUL]HGPDQQHULWLVSUHVHQWHGE\
DOO WKH GLVFXVVHG PRGHOV LQ WKH OLWHUDWXUH UHYLHZ )LUHVPLWK  SUHVHQWV LWV UHILQHPHQW LQWR IRXU VHFXULW\
UHTXLUHPHQWVVXEIDFWRUVQDPHO\VRIWZDUHLQWHJULW\SHUVRQDOLQWHJULW\KDUGZDUHLQWHJULW\DQGGDWDLQWHJULW\

&RQIRUPDQFH &RQIRUPDQFH
 
6HFXUH,QIRUPDWLRQ)ORZ 6HFXUH,QIRUPDWLRQ)ORZ
 
)UHVKQHVV )UHVKQHVV
 
)DUH([FKDQJH )DUH([FKDQJH
 
8VDELOLW\ 5HGXFH5LVNV
&RQVLVWHQW$3,
$YDLODEOH6HFXULW\
0HVVDJH6HFXULW\
 
$WWDFN+DUP'HWHFWLRQ $WWDFN+DUP'HWHFWLRQ
 
3K\VLFDO3URWHFWLRQ 3K\VLFDO3URWHFWLRQ
 
$FFHVV&RQWURO $XWKRUL]DWLRQ
,GHQWLILFDWLRQ
$XWKHQWLFDWLRQ
 
0DQDJHDELOLW\ 5HVRXUFH$OORFDWLRQ
([SLUDWLRQ
5HVSRQVH7LPH
 
1RQUHSXGLDWLRQ 1RQUHSXGLDWLRQ
 
,QWHJULW\ 6RIWZDUH,QWHJULW\
3HUVRQDO,QWHJULW\
+DUGZDUH,QWHJULW\
'DWD,QWHJULW\
 
3ULYDF\ 7UDFH
&DUGLQDOLW\
&RQWHQWDQGQRWLILFDWLRQ
$WWULEXWLRQ
$JJUHJDWLRQ
(QFU\SWLRQ
&RQILGHQWLDOLW\
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1RQUHSXGLDWLRQ LV D YHU\ LPSRUWDQW FRQVWUDLQW RI VHFXULW\ UHTXLUHPHQWV LW UHIHUV WR WKH VLWXDWLRQ LQ ZKLFK D
SHUVRQGRHVQRWWDNHLQWRDFFRXQWVRPHRIWKHDFWLRQVGLVFXVVHGLQ

$YDLODELOLW\PHDQVWKDWWKHV\VWHPFRQWHQWPXVWEHDYDLODEOH)RULQVWDQFHZKHQDXVHUWDNHVDFRXUVHREWDLQV
GDWD RU D VHUYLFH WKURXJK DQ RQOLQH HOHDUQLQJ V\VWHP WKLV VHUYLFH QHHGV WR EH DYDLODEOH LQ D UHDVRQDEOH WLPH DV
GLVFXVVHGLQ&DOGHUyQ	0DUWD¶VPRGHOZDVWKHRQO\RQHWRSUHVHQWDUHILQHPHQWLQWKUHHVHFXULW\UHTXLUHPHQWV
VXEIDFWRUVQDPHO\UHVRXUFHDOORFDWLRQH[SLUDWLRQDQGUHVSRQVHWLPH

0DQDJHDELOLW\ FRYHUV WKH FDSDELOLW\ RI DXGLWLQJ DQG FDOFXODWLQJ ,W FRYHUV WZR VXE FULWHULD ZKLFK DUH VHFXULW\
DXGLWLQJDQGDFFRXQWDELOLW\DVGLVFXVVHGE\0HDGDQG+RXJKVHFXULW\DXGLWLQJLVDOVRGLVFXVVHGE\,62
DQG)LUHVPLWK

$FFHVVFRQWUROLVFRQVLGHUHGDPRQJWKHSULQFLSDOVHFXULW\UHTXLUHPHQWVDQGLWLVFDOOHGDFFHVVFRQWURO,WPHDQV
WKDWRQO\DWUXVWIXOXVHUFDQKDYHDQDFFHVVWRWKHV\VWHPVHFXULW\LWFRYHUVWKUHHVXEIDFWRUVDXWKRUL]DWLRQ
LGHQWLILFDWLRQDQGDXWKHQWLFDWLRQ

3K\VLFDO3URWHFWLRQLVWKHGHJUHHWRZKLFKWKHV\VWHPLVFDSDEOHRISURWHFWLQJLWVHOIDQGLWVFRPSRQHQWVIURP
SK\VLFDODWWDFNVSUHVHQWHGLQ)LUHVPLWK

$WWDFN+DUP'HWHFWLRQLVWKHGHWHFWLRQRUQRWLILFDWLRQRIVXFFHVVIXODWWDFNVSUHVHQWHGLQRQO\)LUHVPLWK

8VDELOLW\PHDQVXVHIXOQHVV³)RUH[DPSOHVXSSRVHVRPHRQHHQFU\SWHGGDWDRQGLVNWRSUHYHQWXQDXWKRUL]HGDFFHVV
RUXQGHWHFWHGPRGLILFDWLRQVDQGWKHQORVWWKHGHFU\SWLRQNH\WKDWZRXOGEHDEUHDFKRIXWLOLW\7KHGDWDZRXOGEH
FRQILGHQWLDOFRQWUROOHGLQWHJUDODXWKHQWLFDQGDYDLODEOHWKH\MXVWZRXOGQ¶WEHXVHIXOLQWKDWIRUP´,WFRYHUV
IRXU VHFXULW\ UHTXLUHPHQWV QDPHO\ PDQDJHDEOH VHFXULW\ DYDLODEOH VHFXULW\ DQG FRQVLVWHQW $3,V $SSOLFDWLRQ
3URJUDPPLQJ,QWHUIDFHVDQGUHGXFHULVNV7KLVFODVVLILFDWLRQLVSUHVHQWHGE\0HDGDQG+RXJK

)DLU([FKDQJHPHDQV WKDW WKH WUDGH LV IDLUO\ WUHDWHGIRUH[DPSOH WKHEX\HURUVXSSOLHUVKRXOGEHDEOH WRSURYH
ZKHWKHUWKHSD\PHQWKDVEHHQPDGHRUQRWJRRGVVXSSOLHGRUQRWDQGVKRXOGDOVRUHFODLPWKHPRQH\LIWKHSD\PHQW
RUJRRGVKDYHQRWEHHQQRWGHOLYHUHGSUHVHQWHGE\--XUMHQV

)UHVKQHVVUHVLGHVLQPDQLSXODWLQJIUHVKLQIRUPDWLRQ7KXVDQROGPHVVDJHFDQQRWEHUHSOD\HGE\WKHDGYHUVDU\DV
GLVFXVVHGE\--XUMHQV

$VIDUDVWKH6HFXUH,QIRUPDWLRQ)ORZLVFRQFHUQHGZHUHIHUWRWZROHYHOVDQGGLIIHUHQWUXOHV7KHILUVWLVWKHKLJK
OHYHOZKLFKFRUUHVSRQGV WRVHQVLWLYHRUKLJKO\ WUXVWHG7KHVHFRQG LV WKH ORZOHYHO LWPHDQV OHVVVHQVLWLYHRU OHVV
WUXVWHG+LJKGDWDPD\LQIOXHQFHORZGDWDEXWLWLVQRWSRVVLEOHWKHRWKHUZD\DURXQGDVSUHVHQWHGE\--XUMHQV


&RQIRUPDQFHPHDQVWKDW³WKHVRIWZDUHRSHUDWHVDVLQWHQGHGZLWKRXWYDULDWLRQ,WUHOLDEO\SHUIRUPVWKHQHFHVVDU\
WDVNVQRPRUHDQGQROHVV´,WLVGLVFXVVHGRQO\E\7UDYLV

&RQFOXVLRQ
7RPRYHDZD\IURPWKHLQGLYLGXDOLVWLFWD[RQRP\WRDKLHUDUFKLFDODQGFRPPRQPRGHORIVHFXULW\UHTXLUHPHQWV
ZHH[SORUHDQRYHOWD[RQRP\RIVHFXULW\UHTXLUHPHQWVIURPNQRZQPRGHOVLQWKHRSHQOLWHUDWXUH,WLQFRUSRUDWHV
EDVLFDQGVWDQGDUGUHTXLUHPHQWVDQGUHILQHGLQWRVHFXULW\UHTXLUHPHQWVVXEIDFWRUV,WIRUPVDVWDQGDUGFRPSOHWH
DQGXQLILHGPRGHORIVHFXULW\UHTXLUHPHQWVDGDSWHGWRV\VWHPV,WLVEHQHILFLDOLQVWDQGDUGL]LQJDFRPPRQGHILQLWLRQ
DQGLVQHHGHGWRVXSSRUWDFRPPRQXQGHUVWDQGLQJRIVHFXULW\UHTXLUHPHQWV2XUIXWXUHLQYHVWLJDWLRQLVWRXVHWKLV
WD[RQRP\WRH[WHQGWKHWKHRUHWLFDOVWUXFWXUHDQGHPSLULFDOYDOXHVRIDTXDQWLWDWLYHF\EHUVHFXULW\ULVNPDQDJHPHQW
PHWULFDQG WKHQSUHVHQWDQRYHUYLHZRIDOO WKHSRVVLEOH VHFXULW\SUREOHPVFKDOOHQJHVDQG WKHLU VSHFLILF VROXWLRQV
DFFRUGLQJWRWKHQRYHOVHFXULW\UHTXLUHPHQWWD[RQRP\
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